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1. Introduction

In undertaking its work, the Council will create, gather, store and process a
large amount of personal information about members of the public, staff,
customers, service users and others.

Therefore, it is necessary to adhere to data protection legislation — the General
Data Protection Regulation 2016 and the Data Protection Act 2018.

2. Purpose

The purpose of this policy is to set out the responsibilities of the Council and its
staff to comply fully with data protection legislation.

3. Scope

Compliance with the legislation and adhering to the policy and principles as outlined
below is the responsibility of all members of staff and elected members.

Any deliberate breach of the policy may lead to disciplinary action or even a
criminal prosecution.

4. Personal and Sensitive Data

Personal data is information about a living individual who is identifiable from that
information.

Sensitive information is classified as ‘special category’ data (Appendix 1) and
particular care must be taken when using this data.
This is information relating to:

Race, ethnicity, health, political beliefs, trade unions, biometric or genetic
information, religion, sexual life or sexual orientation.

5. Principles

In simple terms, the Council is required to adhere to the principles of data protection.

According to Article 5 of the GDPR:
a) Information must be processed lawfully, fairly and in a transparent manner

b) It must be collected for specified purposes and not used in a manner that
is incompatible with those purposes

c) Personal data must be adequate, relevant and limited
d) Data must be accurate and kept up to date

e) It must not be kept for longer than is necessary



f) It must be processed in a manner that ensures appropriate security of the
data

6. Lawful Conditions for Processing

In order for it to use personal information, the Council must have a lawful basis.
In addition, the processing of sensitive information requires additional processing
conditions.

These are noted in Appendix 1.

The Council will document the lawful basis of processing for its activities and inform
individuals via its privacy notices.

7. Consent

Consent is only one of the conditions for processing. As the Council is a public
authority, it is unlikely that consent will be appropriate as a lawful basis for
processing and therefore, where possible, alternative justification should be used
(e.g. official authority or contract).

Where consent is used, it must be freely given, specific, informed and unambiguous.
Silence, pre-ticked boxes or inactivity does not constitute consent.

8. Privacy Statements
Under the fair and transparent requirements of the first data protection principle, the

Council is required to provide individuals with a privacy notice to let them know what
it does with their personal information.

9. Data Retention

Personal information should not be kept for longer than is necessary. If it is no longer
required, it must be disposed of securely, or deleted (if in electronic form).

10. Record of Processing Activities

The Council will note why the personal data is being processed, details about the
data, where it is held, who it is shared with, the lawful basis, and security measures
to safeguard the information.

11. Individual Rights

Right of Access

Individuals can request to see any information that the Council holds about them
which includes copies of email correspondence and any opinions expressed about
them.



A fee of £10 is payable and the individual should write to the Administration and
Finance Manager:

E-mail: gwybodaeth@llandwrog.org
Address: Bryn Meurig, Carmel, Caernarfon, Gwynedd LL54 7DS

and send a cheque at the same time made payable to 'Cyngor Cymued Llandwrog’

The Council will respond to such requests for personal information in accordance
with its data handling procedures. The Council will normally respond to your
request in full within 40 days after we receive your fee

If you are disappointed with the response to your enquiry you can ask the Council to
review the decision and actions but where the Council are unable to resolve any
differences the individual can contact the Information Commissioner who is the
independent regulator of the Act.

In order to comply with the requirement to treat English and Welsh on an equal basis,
the Council will provide any summaries of Welsh language materials in English but
will ask the applicant to arrange a full translation themselves.

Right to erase, to restrict processing, to rectify, portability and the right to
object

Individuals also the above-noted rights. See Appendix 2 for further details.
Rights in relation to automated decision making and profiling

See the information in Appendix 2

12. Data Sharing

If the Council share date outside of the Council, there must be a lawful basis for the
sharing and the individual should have been informed of the identity of the third

party.
Disclosing information to councillors

Decisions about the right of councillors to personal information are made on a “need
to know” basis and any case in which there is doubt should be referred to Gwynedd
Council’s Monitoring Officer.

Requests from Outside Bodies

Outside organisations may ask the Council to disclose personal information that the
Data Protection Act provides an exemption for, such as organisations that process
personal information for the purposes of crime detection and prevention or collection
of taxes or duties


mailto:gwybodaeth@llandwrog.org
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Data processing agreements

Where a commercial relationship exists which means that a third party is processing
personal data on behalf of the Council, and is operating as a 'data processor’, a
written contract must be in place that includes the conditions set out in the GDPR.

13. Data Protection by Design

Under the GDPR and the Data Protection Act, the Council has a duty to consider the
impact of each data processing activity on data protection.

Data Protection Impact Assessments

When considering new activities that involve processing personal data, or when
establishing new procedures or systems that involve personal data, the impact on
privacy must be considered at the outset. A Data Protection Impact Assessment
should be undertaken.

The purpose of the assessment is to identify any risks to privacy and personal
information at the beginning of any activity or project.

The Council will undertake such Assessments when it is required to do so.

14. Data Security

Each user is responsible for ensuring that personal information is always secure, and
that it is not disclosed to an unauthorised third party unintentionally, through
negligence or intentionally.

Data Security Breaches

A data breach means a situation where information is lost, destroyed or
unintentionally damaged.

Any significant incident in which personal information is disclosed (whether
intentionally or unintentionally) must be reported to the Council.
immediately.

The Council will decide whether or not the breach is sufficiently serious, and if it is, it
must be reported to the Information Commissioner’s Office as soon as possible, and
within 72 hours of becoming aware of it.



15. Responsibilities
Staff Members and elected members

All staff members and elected members have a responsibility to ensure that they
adhere to the principles and other conditions of the legislation. A clause is included
in the Administrationand Finance Manager’s job description and Contract of
Employment that clearly states this responsibility, and a similar clause is included in
the declaration of acceptance of position of all elected members.

16. Complaints

If a complaint is received from the public about the Council’s use of personal
information, the matter should be dealt with by the Administration and
Finance Manager.

Similarly, the attention of the Administration and Finance Manager should be

drawn to any example of failure to comply with the Act or the guidelines.

17. Non-compliance

All staff and elected members are required to comply with the policy and any member
of staff who is found to have made an unauthorised disclosure or breached the terms
of the policy may be subject to disciplinary action.

The Council could be fined for non-compliance.

18. Contact points and further information

Further details can be found on the Information Commissioner’'s Website
- Wwww.ico.org.uk

19. Review

This policy will be reviewed as required.


http://www.ico.org.uk/

Appendix 1

The processing of any personal data must be justified. One of the
following conditions must be met:

abrwnNe

The individual has given consent

Processing is necessary for the performance of a contract

Processing is necessary for compliance with a legal obligation

Processing is necessary to protect vital interests

Processing is necessary to for the performance of a task that is in the public
interest or in the exercise of the organisation's official authority

Processing is necessary for the purposes of legitimate interests

In relation to sensitive data, one of the following conditions must also be met:

(&) The individual has given consent

(b)processing is necessary for the purposes in the field of employment and
social security and social protection law

(c) processing is necessary to protect vital interests

(d)processing is carried out by a foundation, association or any other not-for-
profit body

(e)processing relates to personal data which are made public by the
individual;

(f) processing is necessary for the establishment, exercise or defence of
legal claims

(g)processing is necessary for reasons of substantial public interest

(h)processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee,
medical diagnosis, the provision of health or social care or treatment or
the management of health or social care systems

(i) processing is necessary in the area of public health, such as protection

() processing is necessary for archiving purposes in the public interest,
scientific or historical research purposes, providing suitable and specific
measures to safeguard the fundamental rights and the interests of the
data subject.



Appendix 2
Right to Object
Individuals have the right to object to:

e Processing based on legitimate interests or the performance of a task
in the public interest/exercise of official authority (including profiling);

e Direct marketing (including profiling); and

e Processing for purposes of scientific/historical research and statistics.

The Council will stop processing the personal data in question unless

¢ |t can demonstrate compelling lawful basis for the processing, which
override the interests, rights and freedoms of the data subject; or

e the processing is for the establishment, exercise or defence of
legal claims.

Right to erasure

This provides individuals with a right to have personal data erased and to prevent
processing in specific circumstances:
o  Where the personal data is no longer necessary in relation to
the purpose for which it was originally collected/processed.
e  When the individual withdraws consent
¢ When the individual objects to the processing and there is no overriding
legitimate interest for continuing the processing.
e The personal data was unlawfully processed (i.e. otherwise in breach of
the GDPR).
e The personal data has to be erased in order to comply with a
legal obligation.
e The personal data is processed in relation to the offer of
online information services to a child.

The Council can refuse to comply with a request for erasure where the personal data
is processed for the following reasons:

¢ To exercise the right of freedom of expression and information

e To comply with a legal obligation for the performance of a public interest
task or exercise of official authority

o For public health purposes in the public interest

e Archiving purposes in the public interest, scientific research,
historical research or statistical purposes, or

¢ The exercise or defence of legal claims.

Right to restrict processing

When processing is restricted, the Council can store personal information but not
process it.

Where an individual has contested the accuracy of their data, the processing should
be restricted until the accuracy has been verified.



¢ Where a data subject has objected to the processing (where it was necessary
for the performance of a public interest task or purpose of legitimate interests),
and consideration is being given to whether the Council’s lawful basis overrides
those of the data subject.

¢ When processing is unlawful and the individual opposes erasure

and requests restriction instead.

o If the information no longer needs to be held but the data subject requires

the data to establish, exercise or defend a legal claim.

Right to rectification
Individuals are entitled to have personal data rectified if it is inaccurate or incomplete.

The Council will have one month (which can be extended to two if the rectification is
complex) to respond to such a request and, if a decision is taken not to take action,
the individual will be given the reasons why and the right of complaint to the
Information Commissioner’s Office and to judicial remedy.

The Council will inform any third parties of the rectification where possible and will
also inform the individual about the third parties to whom the data has been
disclosed where appropriate.

Rights in relation to automated decision making and profiling

Profiling is the processing of data to evaluate, analyse or predict

behaviour. Automated decision making involves decision making without

any human involvement.

There are additional rules if the Council is carrying out automated decision
making that has legal effects on the individual.

The Council will document the legal basis for the above and inform individuals
when either profiling or automated decision making is taking place.

Right to portability

The individual may request that information is provided in a structured, commonly

used and machine readable format in order to be sent to another organisation. This
right only applies in certain circumstances.



